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Abstract 
 

This project was focused on interpreting IBIS data to provide for a statistical analysis of firearm 

and toolmarks.  The IBIS system provides an objective measure of the correlation of images of 

two breech face or firing pin impressions on two cartridge cases.  This may be restated that better 

correlations are represented by higher scores.  Cartridges fired by the same gun should thus result 

in similar images and thus higher scores.  Cartridges fired by the different guns should thus result 

in dissimilar images and thus lower scores.  The generated scores were transformed, along with 

characteristic information regarding the firearm and related information, into a Bayesian 

network.  A Bayesian network is a directed acyclic graph, which when constructed from a 

forensic perspective, will allow one to assess the value of evidence based upon two propositions, 

viz. whether the cartridge was fired by the same gun or by another gun (different gun).  The 

relative value of these questions can be transformed into what is known as a likelihood ratio.  

This allows a forensic scientist to provide insight to courts and investigators as to the value of the 

evidence. 

 

This study indicated that a better understanding is required for the causes of the relatively high 

variability in cartridges cases fired by the same firearm as measured by IBIS scores.  An initial 

attempt to answer this question was done by simulating the minimum number of cartridge cases 

required to produce a distribution equivalent to that of the firearm.  The breech face (BF) and 

firing pin (FP) scores, as well as their product (BFxFP), generated by the IBIS were used to 

assess the ability of the system to classify an ñunknownò cartridge case into a same-gun or 

different-gun category.  The IBIS system does not provide for an easy means to use the 

combination of the BF and FP scores.  The ability to order candidate lists through the 

combination of scores will be of value to firearms examiners (especially so in the 3D system).  

Generally, all of the classifiers performed well but the SCCY CPX II pistols were the worst in all 

three measures.  This was due to markings which were difficult for IBIS to interpret, but would 

be easy identifications for a firearms examiner.  The reliability of the IBIS system was assessed 

using the NIST Standard Reference Material® 2461 (standard cartridge case).  A 2D IBIS 

heritage system was compared to the new 3D IBIS system and found that the results were very 

well correlated.  Twenty sets of known and questioned cartridge cases, from a large collection 

which had been analyzed by operational firearms examiners, were examined and tested using the 

Bayesian networks.  Out of the 20 comparisons, there were eight true positives, seven true 

negatives, five false negatives, and zero false positives. In all instances of eliminations, the 

support for the different-gun hypothesis was, at minimum, strong. 

 

Overall, this study supports the interpretation of IBIS results through Bayesian networks.  

Improvements to the manner in which results are made available to the user will allow for more 

in-depth analysis of such results. 



Page 7 

 

Introduction 
It is estimated that the total civilian population of the world has over 650 million firearms out 

which the people of the United States alone possess around 270 million firearms1.  According to 

the FBI, firearms were used in a staggering 69.3% of the total reported homicides in 2012 and 

41% of the total robbery cases in 20122.  Therefore, the identification of firearms used in these 

cases to apprehend the suspect is imperative.  It has been found that cartridges discharged from 

a firearm leave marks on the bullets and cartridge cases which are often collected as evidence 

from the crime scene.  The most prominent marks are usually left on the soft primer of the fired 

cartridge case.  These impressions, identified as breech face and firing pin marks can be unique 

to a firearm and can cause the cartridge case to be identified to a particular firearm with high 

degree of certainty.  In order to determine if  trained firearm examiners are able to link fired 

bullets to their firearms, Hamby et al. evaluated 507 firearms examiners from over 20 

countries3.  They were asked to compare unknown fired bullets to the rifled barrels and out of 

7,605 unknown fired bullets, 7,597 were correctly matched to the known bullets.  Their study 

concluded that there are identifiable features on the bullets that allow their identification from 

the gun that fired it. 

 

In order to automate the process of comparing bullets with known firearms, Integrated Ballistics 

Identification System (IBIS) was developed4.  The IBIS system uses bullets and casings from 

case evidence from a crime scene and compares them to a database of known fired weapons.  It 

is also possible to compare bullets and cartridge cases from a crime scene to those from other 

scenes.  IBIS provides a relative score for each comparison, and a list of highest matching5 

breech face scores as well as firing pin scores is generated as possible candidates for further 

comparison by firearm examiners.  Beauchamp and Roberge generated a database of 500 pairs 

of cartridge cases (each pair fired from the same firearm) for each of the following calibers: 

9mm, 32 auto, 45 auto, and 226.  They computed a curve to predict the performance of the IBIS 

system as a function of the database size.  They analyzed that the expected performance of IBIS 

                                                 
1 Karp, Aaron. Estimating Civilian Owned Firearms. September 2011.  

http://www.smallarmssurvey.org/fileadmin/docs/H-Research_Notes/SAS-Research-Note-9.pdf. 

2 FBI. 2013. http://www.fbi.gov/about-us/cjis/ucr/crime-in-the-u.s/2012/crime-in-the-u.s.-2012/offenses- known-

to-law-enforcement/expanded-offense/expandedoffensemain. 

3 James E. Hamby, David J., James W. Thorpe. "The Identification of Bullets Fired from 10 Consecutively Rifled 

9mm Ruger Pistol Barrels: A Research Project Involving 507 Participants from 20 Countries." AFTE Journal, 2009: 
99-110. 

4 http://www. forensictechnology.com/ibistrax 
5 From the IBIS  system perspective. 

6 Beauchamp, Alain, and Danny Roberge. "Model of the Behavior of the IBIS Correlation Scores in a Large Database 

of Cartridge Cases." 2005. 
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decreases from 80% to 30-45% when the database size increases from 1000 to one million 

exhibits.  They also concluded that the breech face, firing pin, and ejector marks provide 

complementary information. 

 

Researchers have tried to develop various systems that have better imaging and comparison 

methods than IBIS.  In their study, Cork et al. analyzed and summarized that a national 

reference ballistic imaging database is not currently possible to build, as the existing imaging 

methods do not have sufficient discriminatory power to identify firearms on a large scale7. 

 

Recently, Petraco et al. focused on striation patterns from tools as well as cartridge cases from 

firearms8.  They used 37 different Glock pistols to collect data for a total of 186 cartridge cases 

and Zeiss Axio CSM 700 confocal microscope to capture the striation marks.  Principle 

component analysis (PCA) followed by linear discriminant analysis (LDA) were fed into a 

support vector machine (SVM) for classification purposes.  They reported identification error 

rate of ~1% with 95% confidence intervals. 

 

Traditionally in forensic science the terms class- and individual-characteristics are well used, but 

various interpretations and usages of these terms occur frequently in the literature.  Generally, 

classification is considered as how results of the method are grouped.  One can consider that the 

outcome of a method, especially in impression evidence, is a basic classification problem 

(match/non-match).  This is in contrast to the class characteristics of the evidence. 

 

The Association of Firearm and Toolmark Examiners (AFTE) has stated their ñtheory of 

identificationò in three principles: 

¶ The theory of identification as it pertains to the comparison of toolmarks enables 

opinions of common origin to be made when the unique surface contours of two 

toolmarks are in ñsufficient agreement.ò 

¶ ñSufficient agreementò is related to the significant duplication of random toolmarks as 

evidenced by the correspondence of a pattern or combination of patterns of surface 

contours.  Significance is determined by the comparative examination of two or more sets 

of surface contour patterns comprised of individual peaks, ridges, and furrows.  

Specifically, the relative height or depth, width, curvature, and spatial relationship of the 

                                                 
7 Daniel L. Cork, Vijayan N. Nair, and John E. Rolph.  Some forensic aspects of ballistic imaging, Fordham Urban Law 

Journal, 2010. 
8 Nicholas D. K. Petraco, Helen Chan, D.Crim. Peter R. De Forest, Peter Diaczuk, Carol Gambino, James Hamby, 

Frani L. Kammerman, Brooke W. Kammrath, Thomas A. Kubic, Loretta Kuo, Patrick McLaughlin, Gerard Petillo, 
Nicholas Petraco, Elizabeth W. Phelps, Peter A. Pizzola, Dale K. Purcell, and Peter Shenkin, NCJRS Publications, 
2012. https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=261107 (accessed August 7th, 2014). 
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individual peaks, ridges, and furrows within one set of surface contours are defined and 

compared to the corresponding features in the second set of surface contours.  Agreement 

is significant when it exceeds the best agreement demonstrated between toolmarks known 

to have been produced by different tools and is consistent with agreement demonstrated 

by toolmarks known to have been produced by the same tool.  The statement that 

ñsufficient agreementò exists between two toolmarks means that the agreement is of a 

quantity and quality that the likelihood another tool could have made the mark is so 

remote as to be considered a practical impossibility. 

¶ Currently the interpretation of individualization/identification is subjective in nature, 

founded on scientific principles and based on the examinerôs training and experience.ò 

According to this statement the concept of sufficient agreement is achieved when the agreement 

firstly exceeds the best agreement demonstrated between toolmarks known to have been 

produced by different tools and secondly the agreement is consistent with toolmarks known to 

have been produced by the same tool. 

Best known non-matches and ROC curves 

According to an online training program funded through NIJ9 by NFSTC and in collaboration 

with AFTE, the degree of correspondence that must be exceeded in order to reach sufficient 

agreement to effect an identification is the best known non-match (BKNM) as determined by 

each individual examiner and as produced by different tools.  The individual examiner gains this 

experience during their initial training period rather than when they begin to perform their own 

casework examinations.  Anecdotally, it is known that examiners do find better BKNMs after 

completion of their training10. 

 

In order to understand this process this concept will be elaborated upon.  Given that each 

firearms examiner establishes their own BKNM, it seems plausible that since there are multiple 

examiners, there must be a range of BKNMs.  This being true, the implication is that for a crime 

scene sample-known sample pair (CS-KN pair), we have two examiners, x and y, then each of 

these examiners will have their own BKNM threshold (BKNM x and BKNMy respectively).  If 

we furthermore define the characteristics in congruence on the above-mentioned pair, the 

following threshold range of ñsufficient agreementò can be defined as: 

                                                 
9 http://w ww.nij.gov/training/firearms-training/module11/fir_m11_t04_05.htm accessed on 2011-11-09 
10 Brudenelle, A, personal communication 
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Equation 1: Variability in "sufficient agreement" between firearms examiners 

ὄὑὔὓ ὓὥὸὧὬ ὦὩὸύὩὩὲ ὅὛ ὑὔ ὴὥὭὶ ὄὑὔὓ: 

To further understand the implications of the AFTE theory of identification, another concept 

needs to be addressed.  This concept may be illustrated by using consecutively matching 

striations method (CMS) as described by Biassoti in 195911.  Since the introduction of this 

method, there has been much debate between the so-called pattern matchers and line counters. 

 

According to Nichols, one of the frequent criticisms of the CMS method (versus the pattern 

matching method) is that it is too prone to false exclusions12.  This may be restated as a non-

match based on CMS when a pattern matcher would call it a match.  Is this an unexpected 

behavior?  In order to understand the behavior, one needs to return to the discriminating power 

of a method. 

 

The discriminating ability of a method can be described by its sensitivity and specificity.  The 

sensitivity of a method is its ability to detect a condition when the condition is present (or calling 

a match, a match).  Specificity is the ability of a method to detect an absence when the condition 

is not present (or calling a non-match a non-match).  The sensitivity of a method is equivalent to 

the true positive rate (tpr), whilst the specificity is equivalent to the true negative rate (tnr).  

Given the focus on methods generally used in forensic science and subject to the Daubert criteria 

it is important to understand the known or potential rate of error in the method.  Generally courts 

are interested in the false positive rate (fpr) and their false negative rate (fnr) of a method. 

 

                                                 
11 Biasotti, A.A. A statistical study of the individual characteristics of fired bullets. Journal of Forensic Sciences 4(1), 
1959, 34ς50. 
12 Nichols, R.G., Consecutive matching striations (CMS): its definition, study and application in the discipline of 
firearms and tool mark identification, AFTE Journal, 2003, 35(3), p 298- 306. 
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Figure 1: Generalized error curve 

Let Figure 1 represent the performance of a method for the comparison cartridge cases as 

typically exercised in a forensic laboratory.  The arbitrary measure on the x- axis represents the 

result of the comparison between many pairs of cartridge cases for which the ground truth is 

known.  Figure 1 gives the fpr and fnr curves for this particular method.  For each cut-off on the 

x-axis, a finite value for the fpr and fnr is given.  The concept of a BKNM can now be defined in 

terms of the fpr.  Let BKNM x = 1500 and BKNM y = 2000.  Based on these assumptions one can 

consider three situations: 

 

1. If the CS-KN pair has a score of 1000, both examiners will classify this as a non-match, 

2. if the CS-KN pair has a score of 1250 then examiner x will classify it as a match whilst 

examiner y will  classify it as a non-match, and 

3. if the CS-KN pair has a score of 2500 both examiners will classify it as a match. 

 Let the standard (perfect) BKNM be defined as BKNM s.  Thus: 

Equation 2: Limit of ñsufficient agreementò (BKNM) 

ὄὑὔὓO ὄὑὔὓ ȟὪὴὶO π 

In the example given in Figure 1, as the fpr tends to zero, the fnr tends to one.  Thus, irrespective 

of a CMS or pattern matching approach, the concept of eliminating false exclusions is 

unavoidable.  Conversely, if the number of false exclusions you reject increases the fpr rate will 

increase. 
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IBIS 
The Integrated Ballistic Identification System (IBIS) developed by Ultra Electronics Forensic 

Technology Inc. serves as the backbone of the NIBIN system13.  This system allows for the data-

basing of images of cartridge cases and bullets.  For each cartridge case there are three areas 

imaged, viz. the firing pin impression, the breech face impression, and the ejector mark.  For the 

bullet each land-engraved area is imaged.  As each new item is entered the system will search 

against previous entries and provides a candidate list of potential matches in the database.  In 

order to do so the system calculates a match score of each area based on a proprietary algorithm.  

For cartridge cases the system will provide independent scores for each impression.  Since both 

the firing pin and ejector in many firearms is a replaceable part, and given that their manufacture 

is independent of each other, each of the scores is independent.  Data previously collected based 

on 9mm pistols are given in Figure 214.  

 
Figure 2: IBIS scores for 9mm pistols 

 

The scores depicted in Figure 2 are from matching or same-source (grey) and non-matching or 

different-source (black) cartridge case pairs.  There is significant overlap of some cartridge 

cases, yet a large number of true postives are clearly separated and this indicates the ability to 

call matches based on a suitable population of cartridge cases. 

  

A simplified diagram of a small, but similar data set is provided in Figure 3. 

                                                 
13 http://www.ultra -forensictechnology.com/ibis accessed 10/29/2015 
14 Scicchitano, K.M.,  The effect of examiner variation in cartridge case acquisition on IBIS® correlation scores and 
the ability of the system to return a true positive, MS thesis, West Virginia University, 2011. 
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Figure 3: IBIS scores from pistols 

 

Figure 3 can be construed as a decision space.  The green curve represents the minimum 

boundary at which the fpr = 0.  Any comparison that yields a value beyond this boundary is a 

true positive.  The purple curve represents the maximum boundary at which the fnr = 0.  Each 

curve is comprised of three lines.  The vertical straight sections are for the firing pin score, the 

horizontal straight lines are for the breech face score, and the hyperbola represents the product of 

the firing pin and breech face scores. 

 

The investigation involved the acquisition of cartridge cases fired by a number center-fire 

handgun calibers (including two carbines and one rifle in popular handgun calibers) typically 

found in crime scene work.  Each firearm was used to shoot 100 rounds.  The fired cartridge 

cases were entered in to the Heritage IBIS system (2D system) in order to generate the match 

data.  The acquisition method to be followed will follow guidelines established in a previous 

study15.  The data will be mined to evaluate the various within/between relationships such as 

calibers, model, makes, firing conditions, etc.  An overall evaluation of the efficacy of the 

method and the necessary Daubert requirements will be provided16.  The data generated were 

transformed to develop likelihood ratios for the interpretation of firearms evidence. 

Bayesian networks 
Bayesian networks (BNs) were used in the project to provide a framework for interpretation of 

the collected data.  Equation 3 is the odds form of Bayesô theorem. 

                                                 
15 Scicchitano, K.M.,  The effect of examiner variation in cartridge case acquisition on IBIS® correlation scores and 
the ability of the system to return a true positive, MS thesis, West Virginia University, 2011. 
16 Daubert v. Merrell Dow Pharmaceuticals (92-102), 509 U.S. 579 (1993). 
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Equation 3: Odds form of Bayes' theorem 

ὖὶ ὌȿὙȟὍ

ὖὶ ὌȿὙȟὍ

ὖὶ ὙȿὌȟὍ

ὖὶ ὙȿὌȟὍ

ὖὶ ὌȿὍ

ὖὶ ὌȿὍ
 

In Equation 3, H1 and H2 are the competing hypotheses, R is the evidence, and I is the 

background information.  The left hand side of this equation is the posterior odds.  The first term 

on the right hand side is the likelihood ratio (LR) (also symbolized by V), and the second term is 

the prior odds17.  As an example, the numerator in the LR can be read as ñthe probability of the 

evidence, R, given hypothesis H1 and the background information, I.ò   In the normal evaluation 

of forensic evidence the likelihood ratio is defined as the ratio of ñthe probability of the evidence 

given that the accused committed the crime divided by the probability of the (same) evidence 

given that the crime was committed by some other person other than the accused.ò  

 

The hypothesis node at the root of the network (Match) is based on the prosecutorial hypothesis 

(the accused committed the crime, Hp, same gun hypothesis, or Match =Yes) and the defense 

hypothesis (someone else, other than the accused committed the crime, Hd, different gun 

hypothesis, or Match = No).  The ratio   , before any evidence is applied to the Bayesian 

network, will result in the prior odds.  After the evidence is applied to the Bayesian network, the 

ratio  will result in the posterior odds.  The quotient of the posterior odds and the prior odds 

will give the likelihood ratio. 

Basic network structures 

Bayesian networks are a type of graph known as directed acyclic graphs (DAGs).  It is 

specifically comprised of nodes (variables) each having two or more states (a state is a condition 

that a variable could assume).  Nodes are connected by edges (arcs or arrows).  The edges 

indicate the direction of the conditional probabilities. 

All Bayesian networks are combinations of three basic node structures, viz. serial, converging, 

and diverging.  Each structure will be defined in turn. 

Serial nodes: ═ O ║ O ╒ 

Initially no nodes are instantiated (i.e. no state assigned to the variable).  If evidence is found for 

node A or node C, then instantiation of that node will affect the other two nodes.  However, if 

evidence is known for node B is found, then that state of node B can be instantiated.  Once node 

B is instantiated, then the state of node A will have no effect on node C, since node B blocks 

communication from node C to node A (and vice-versa). 

                                                 
17 Taroni, F, Aitken, C, Garbolino, P, Biedermann, A, Bayesian Networks and Probabilistic Inference in Forensic 
Science (Statistics in Practice), Wiley, 2006. 
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Converging nodes: ═ᴼ╒ N ║ 

If node C is not instantiated (no evidence available) then node A and node B are independent of 

each other.  In other words, instantiating node A will have no effect on node B.  When node C is 

instantiated then it ñopens upò flow between node A and node B.  If evidence from node A can 

be used to explain node C, then node B has less influence on node C, since node A and node B 

are ñcompetingò explanations for node C. 

Diverging nodes: ═ N ║ O ╒ 

Assuming that we are uncertain about node B, if we get evidence for node A, then this evidence 

changes the probabilities of the states in node B, which in-turn changes the probabilities of the 

states in node C.  However, if evidence for node B is found, a particular state can be instantiated.  

Subsequently, any change in node A will have no effect on node C. 
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Table 1: Nodes developed for inclusion in the Bayesian networks with a description and an example 

Field Description Example 
CaseID_Sample String as a unique descriptor of each sample test fire.  Includes info regarding the 

firearm, ammunition, primer, exhibit number 
CBN-BB-UNK-1001-0001 

ExhibitNumber_Sample Exhibit number of the sample cartridge case 1 

Rank Rank position of the firing pin score 3 

CaseID_DB As for CaseID_Sample but for the cartridge case in the database returned list 

comparison 
CBN-BB-UNK-1001-0015 

ExhibitNumber_DB Exhibit number of the database cartridge case 15 

BF Breech face score of the sample and database cartridge cases 146 

FP Firing pin score of the sample and database cartridge cases 157 

Match Status of the sample and database cartridge cases whether they originate from the 

same firearm 
Yes 

Make_DB Make of the firearm which discharged the cartridge case from the database SCCY 

Model_DB Model of the firearm which discharged the cartridge case from the database moCPX 

Ammo_DB The make of ammunition fired by the database firearm Blazer 

Caliber_DB The caliber of the database firearm 9mm 

Firing_Pin_Type_DB The type of firing pin formed on the database cartridge case by the database firearm Circular 

Make_Sample Make of the firearm which discharged the sample cartridge case SCCY 

Model_Sample Model of the firearm which discharged the sample cartridge case moCPX 

Ammo_Sample The make of ammunition fired by the sample firearm Blazer 

IdentifierGun_Sample String as a unique descriptor of each sample firearm. Contains the last 5 characters of 

the serial number prefaced by an ñXò.  In the case of leading zeros, these are also 

replaced by an ñXò 

X97569 

IdentifierGun_DB String as a unique descriptor of each database firearm. Contains the last 5 characters 

of the serial number prefaced by an ñXò.  In the case of leading zeros, these are also 

replaced by an ñXò 

X97569 

Caliber_Sample The caliber of the sample firearm 9mm 

Firing_Pin_Type_Sample The type of firing pin formed on the database cartridge case by the sample firearm Circular 

Type_Sample The type of sample firearm such as revolver, pistol, or carbine Pistol 

Primer_Sample The manufacturer of the primer used in the reloading of the sample cartridge case Unknown 

Primer_DB The manufacturer of the primer used in the reloading of the database cartridge case Unknown 

Drag_Mark_Sample The presence of a drag mark on the sample cartridge case Yes 

Drag_Mark_DB The presence of a drag mark on the database cartridge case Yes 

Reload Whether or not the sample cartridge was reloaded No 

Rank_BF Rank position of the breech face score 1 

BFFP The product of the breech face and firing pin scores 22922 

CaseID_pre The 1st 3 characters of the CaseID_Sample string CBN 

BF_norm Normalized breech face score 10.605288 

FP_norm Normalized firing pin score 6.797851 

BFFP_norm Normalized product of breech face and firing pin scores 22.117015 

Same_Model Whether or not the Model_Sample and Model_DB are the same Yes 

ActionLB_Sample Whether or not the Model_Sample is of a locking breech action Yes 

ActionLB_DB Whether or not the Model_DB is of a locking breech action Yes 

Data Acquisition and Processing 
The general process for acquisition of a sample on the IBIS system is as follows:  A case file is 

created which can contain several exhibits (samples).  A range of information, such as the 

investigator, case number, offence type, etc., is contained within this case file.  The data 

contained within the case file is not easily accessible by the examiner from IBIS.  In order to 

relate the data to a particular set of scores, the data were encoded into the case file identifier.  

The following string is an example of a case file identifier:  ñAAN-UK-SSG-0313-0901.ò  The 

ñAANò refers to a particular firearm; the first letter defines the make of the firearm (in the case: 

ñAò=Arcus), the second letter is a letter specific to the test set, and the third, ñNò, indicates the 

caliber (in this case: ñNò = 9mm Luger).  The ñUKò refers to the make of ammunition; in this 
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case it is ñunknownò since this cartridge was reloaded.  The ñSSGò relates to the reloading data.  

The first ñSò indicates that a small pistol primer was used; the second ñSò indicates that the 

manufacturer of the primer was Sellier and Bellot, and the ñGò indicates that Hodgdon 

TiteGroup smokeless powder was used.   The ñ0313ò indicates that the test fire took place during 

March of 2013 and the ñ0901ò is a unique identifier for the particular cartridge case 

(ExhibitNumber). 

 

Since IBIS will only compare between and not within case files, a new case file is created for 

each cartridge case.  Upon submission to the IBIS database a correlation will be performed.  The 

report (see Error! Reference source not found. for an example of the IBIS correlation report) 

eeds to be processed in order for the data to become amenable to analysis.  In the header, the 

Case ID will become the CaseID_Sample in the data file.  Note in the report ñTest ordered by 

Firing Pinò is the Rank value for firing pin scores.  The data from the report that are required, in 

addition to the CaseID_Sample, the Rank, Case ID, Exhibit Number (although redundant in the 

Case ID column), Breech Face, and Firing Pin columns.  The Case ID in the column will become 

the CaseID_DB in the final data file.  The CaseID_Sample will be posted to each entry since the 

scores are the result of the comparison of the sample cartridge case (CaseID_Sample) against the 

particular database sample (CaseID_DB).  R via RStudio is used to clean up, rearrange, and 

expand the data into the final format.  For both the sample and database cartridge cases, items 

such as same gun/different gun status (Match), firearm make, model, serial number, firing pin 

type18, breech action19, firearm type20, and caliber21, as well as ammunition manufacturer, primer 

manufacturer, presence of a drag mark22, reloaded ammunition status23, and whether the sample 

and database cartridge cases were fired by a firearm of the same make and model, are all 

introduced into the dataset.  The breech face rank is also determined. 

 

The data from the IBIS correlation reports (see Figure 4) are processed using the script (see 

Appendix A on page 233) to form a *.CSV file.  The data in a typical *.CSV file are given in 

Table 1.  The variables in Table 1 are then used as the nodes developed for inclusion in the 

Bayesian networks. 

 

The *.TXT report file is processed as follows.  The report in Figure 4 will be used as an example 

for explanation.  This report is for the correlation of the cartridge case RNN-UK-SFG-0320-0501 

against the database.  The caliber of this cartridge case is 9 mm Luger (Caliber: 9LG*).  The 

                                                 
18 Circular, Glock-type, etc. 
19 Blowback, recoil, etc. 
20 Rifle, carbine, pistol, revolver. 
21 Important, for example, in .38 Special and .357 Magnum cartridge case comparisons. 
22 The presence or absence of a drag mark has to be added after visual inspection of all of the images in IBIS.  There 
is no way of extracting this data since it is not determined. 
23 Yes or no ς reloaded or factory bought ammunition. 



Page 18 

 

number of returned comparisons is 2009 (Sample size).  The listed data are the results for each 

comparison.  Using the second entry as an example, it can be seen that: Rank: 2, Case ID: RFN-

UK-SSG-0320-0391, Exhibit Number: 0391, Site Name: MDEMO4-DAR, Breech Face: 67, 

Firing Pin: 226, and EM or RF: 0.  As discussed above,  each of these entries will be processed 

through the script to create a data file.  For the RNN-UK-SFG-0320 set, there will be 100 files 

similar to this one (RNN-UK-SFG-0320-0501 through RNN-UK-SFG-0320-0600).  All of the 

RNN files provide 9,74524 match (same gun entries) and 78,654 non-match (different gun 

entries) with an average of 884 entries per cartridge case submitted to the database.  For this 

particular firearm (a Ruger P95), a number of different test fires were collected (RVN, RFN, and 

RPN25) in addition to RNN. 

 

The Bayesian networks were developed by using the integrated learning algorithms26 together 

with logical constraints from the datasets.  The networks can be built in graphical user interface 

of the software (NeticaÓ) or through an R package called RNetica.27  In all of these instances, 

the root node is the Match node.  This is what the analyst would want to assess in order to 

provide an interpretation of the evidence.  The script used to create the Bayesian networks is 

given in Appendix B (page 250). 

 

                                                 
24 This is slightly less (155) than the maximum possible returned scores of ς ὅ ωωππ.  The number is 
doubled because all submissions to IBIS were re-correlated. 
25 The difference between these submissions was primer manufacturer -- RVN (TulAmmo), RFN (Sellier & Bellot), 
RPN (Remington), and RNN (Federal). 
26 See for example Friedman N., Geiger D., and Goldszmidt M., Bayesian network classifiers, Machine Learning, 29, 
1997, 131-163. 
27 Almond R., R interface to Netica® Bayesian Network Engine, Version 0.4-4, 2015/06/29. 
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Figure 4: First page of a correlation report generated by IBIS 

Analytical Approach 
This project was an attempt to provide a broad base analysis of firearms evidence through a 

statistical approach mainly utilizing Bayesian networks.  Part of the approach included a 

mathematical articulation of the AFTE theory of identification. In any interpretation of analytical 
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data in general and forensic analyses in particular, needs a clear understanding of the variability 

of any measurement. The random nature of production processes and the associated wear-and-

tear of mechanical devices play an important role in the analysis of firearms evidence. The main 

challenge to the interpretation of firearms evidence is the general lack of numerical data. This 

challenge remains one of the greatest facing forensic science today. However, there does need to 

be a clear delineation between the roles of comparison and evidence evaluation. It is clear that 

most, if not all, of forensic sciences require a comparative component. Many will point to DNA 

analysis as the gold standard for forensic scientists. A cursory assessment of DNA analysis 

requires that the analyst perform a comparison of a DNA profile recovered from an item of 

evidence at a crime scene with that from a known source. A drug chemist will compare a mass 

spectrum of a white powder recovered from suspect with that of a mass spectrum from a cocaine 

standard. The questions that need to be answered are how much of a difference between the 

known and the questioned sample can be tolerated in order to assign a measure of similarity 

between the two.28 This provides us with a basis for considering the elements of this project.  A 

major challenge is the determination of a suitable sample size to be able to describe the 

variability in a particular sample type.  For firearms, this question may be posed as ñhow many 

cartridge cases are required to describe the variability present in markings on the cartridge case?ò  

Other examples of this problem are how many fingerprints of a particular finger are needed to 

describe the variability in distortion of that particular fingerprint. This project does not intend to 

give a complete answer to this problem since the extent of the problem is far beyond its scope. 

 

The IBIS system was evaluated in respect of its performance in classifying cartridge cases fired 

by a variety of firearms in 9 mm Luger.  The breech face and firing pin scores, as well as their 

product, were used as classifiers in this respect.  A typical binary classification system was used 

to determine false positive- and false negative-rates as well as the area under the receiver 

operating characteristic curve29. These types of rates are those which are classically called for in 

the Daubert criteria.  

 

In order to assess the reliability of the IBIS system used in this study, a repeatability and 

reproducibility study was performed.  The focus of this part of the study was to assess the effects 

of user interaction and system performance.   Additionally, an evaluation of the NIST standard 

cartridge case was performed to assess the limits of performance of the IBIS system and the 

expectation in variability of comparisons. 

 

It was initially hypothesized that the IBIS results could be used to classify the firearm make a 

model from a questioned cartridge case.  All attempts in this regard proved unsuccessful. 

                                                 
28 ¢Ƙƛǎ ƳŜŀǎǳǊŜ Ƴŀȅ ōŜ ŎƻƴǎƛŘŜǊŜŘ ǘƻ ōŜ ǘƘŜ έǎŀƳŜέΣ άŀ ƳŀǘŎƘέ Σ ƻǊ ƻǘƘŜǊ ǎƛƳƛƭŀǊ ƴŀƳŜΦ 
29 See, for example, Bradford T. Ulery B.T., Hicklin R.A. , Buscaglia J., and Roberts M.A., Accuracy and reliability of 
forensic latent fingerprint decisions, PNAS, 108(19), 2011,  7733ς7738. 
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In an attempt to improve the discriminating power of the IBIS system it was suggested, by the 

manufacturer, that the data generated be normalized30.  Improvements in discrimination for 

classification system will have a positive effect.  There was a small improvement in the results, 

but the normalization parameters were not consistent across the various firearm makes and 

models.  The approach has some benefit for general classification, but requires that the known 

non-match distribution be specified, ab initio.  This is obviously not possible for the samples 

typically encountered in the forensic laboratory. 

 

To assess other possible classification schemes, an analysis of the 9 mm data was performed 

using generally applied machine learning techniques.  When using the breech face scores, the 

firing pin scores, and their product the match accuracy for ranges between 52% (generalized 

linear model) and 62% (k-nearest neighbors and decision trees) while the worst non-match 

accuracy was 94.60% (k-nearest neighbors). 

 

The manufacturers of the IBIS system introduced a 3D system which has been widely 

implemented.  To ensure compatibility of results, a test set was submitted to both system types.  

The firearms were selected based on their performance on the 2D IBIS system used in the study.  

The major advantage of the newer IBIS system is the ability to correlate the side-light images of 

the cartridge cases.  A view to which firearms examiners are more accustomed. 

 

The program managers from the Defense Forensic Science Center (DFSC), Office of the Chief 

Scientist provided a number of sample sets (questioned and known cartridge cases) to assess the 

performance of the Bayesian networks created during the study.  In all cases the sets were 

submitted in a blind fashion.  After analysis the ground truth data were provided to analyze the 

results.  There were two main sets (USACIL and Baldwin).  The first set was one made by the 

DFSC and represented a variety of firearms.  The second set was of cartridge cases fired from 25 

Ruger SR9 pistols.  Cartridge cases from these pistols were already in the database.  Results were 

analyzed by initially excluding all of the related data, and then by including it.  Samples from 

this second set had previously been examined by volunteer firearms examiners.  The results of 

their examinations were only released to this study after the tests results were finalized. 

²Ƙŀǘ ƛǎ ŀ άƳŀǘŎƘέΚ 
To ensure clarity in further discussion of this project it may be useful to provide some working 

definitions of common terms.  The term ñmatchò in forensic science, generally means that some 

item of evidence is attributed to a particular source.  This process generally implies that the true 

state is unknown. In firearms examination, in particular, match generally implies a same gun 

source attribution whereas a non-match implies an attribution of different sources for the 

cartridge case and firearm (different gun).  Matches between objects of the same class are usually 

                                                 
30 A conventional approach used to transform data before analysis.   Oftentimes used as a preprocessing technique 
in principal component analysis (PCA). 
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achievable when the within class variability (intra-variability) is significantly smaller that the 

between class variability (inter-variability). 

 

Equivalent terms for match may be identification and individualization.  Common source and 

identity must be understood within the framework of samples.  It is known that two things cannot 

be numerically identical, or simply stated two things cannot be one thing.  If two ñobjectsò have 

a sufficient quantity of characteristics in common and such characteristics are relatively rare in 

the general population, then one can think of a match being obtained.  A classic example is that 

of DNA where, if the alleles of each locus are the same between a known and questioned sample 

then a ñmatchò is achieved.  The value of this match is based on the rarity of those allele 

combinations at each locus.  A random match probability can be generated to estimate this rarity. 

 

When evaluating the ability of a technique to discriminate a ñgold standard31ò is typically used.  

This standard is the technique or method used to determine the outcome of a test.  Thus if we 

have a new test it can be evaluated against the gold standard to determine its efficacy.  

 

Source attribution of produced surrogate evidence is perhaps a good descriptor of cartridge case 

comparisons.  The single object is the firearm from which the two cartridge cases originate.  The 

examiner will use the cartridge case from the crime scene as the unknown and the test fired 

cartridge as the known.  Upon evaluation of the feature a match status is inferred.  Two 

cartridges fired from a single gun are said to match, by means of deductive reasoning, when the 

induced ñlawò of firearms identification is invoked. 

 

If m cartridges are fired from firearm M and n cartridges from firearm N, then cartridge mi 

matches mj (as does ni and nj because of their common source) but cartridge mi does not match 

cartridge ni.  This is true irrespective of how many features an examiner may or may not find.  

The match status in examinations is based on features. 

 

A further feature that is important for sustained comparison can be borrowed from fingerprint 

examination and is permanence/persistence.  The term persistence is preferred since, in 

fingerprints, it implies that features do not change unless some major deformation takes place.  

Any major deformation result in the regeneration of the deformed feature itself through the 

normal biological process and the new feature becomes persistent.  In firearms such major 

deformations may take place (a part is replaced or a part receives major damage).  There is also 

normal wear and tear in a firearm which may present itself as gradual changes to the surfaces of 

the firearm that contact the various components of a cartridge. 

                                                 
31 ! ƎƻƭŘ ǎǘŀƴŘŀǊŘ ƛǎ ǘƘŀǘ ǿƘƛŎƘ ƛǎ ƎŜƴŜǊŀƭƭȅ ŀŎŎŜǇǘŜŘ ǘƻ ƎƛǾŜ ǘƘŜ άǘǊǳŜέ ŀƴǎǿŜǊΦ 
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Inter- and Intra-variability 
Variability is probably the critical area in forensic science that requires attention as it pertains to 

evidence interpretation.  This is especially difficult since, in many cases, forensic scientists and 

firearms examiners in particular have a sample size of one. In firearms examination, observation 

of bullets and cartridge cases fired by a single firearm will result in characteristic markings 

which are similar in structure between the cartridge cases, as an example, of successive shots, 

and may be consistent across series of many shots, or maybe inconsistent between successive 

shots through a series of shots. Being able to discern the similarities and differences is integral to 

the understanding of firearms examination and in the training of firearms examiners. 

 

The chief concern is how one may quantify this variability. The findings examiner is faced with 

two distinct problems in terms of variability. The first relates to the match (same gun) 

proposition, and the second to the non-match (different gun) proposition. In the section entitled 

Bayesian networks (page 13), the idea of consideration of two different propositions which are 

mutually exclusive and exhaustive was introduced. Let us consider the situation that a typical 

firearms examiner faces during the comparison of a questioned and known cartridge case. She 

has to determine whether or not a particular firearm (the source of the known cartridge cases) 

discharged the questioned cartridge case. Generally the propositions that are faced in court are: 

(a) the firearm in question is the one that discharged the cartridge case, and (b) the firearm in 

question is not the one that discharged the cartridge case but some other firearm.  Let us assume 

that the firearms examiner has these cartridge cases under inspection in the comparison 

microscope. That which is being observed by the examiner is the evidence32 and the firearms 

examiner needs to assess two aspects: (1) If I accept that the suspect firearm fired both the 

questioned and the known cartridge case, what is the probability that I would observe this set of 

features present in the comparison of the two? (2) If I accept that the suspect firearm did not fire 

the questioned cartridge case but did fire the known cartridge case33, what is the probability that I 

would observe this set of features present in the comparison of the two?  Each of these 

probabilities is based the knowledge and experience of the examiner in comparing known pairs 

of cartridge cases from the same gun and from different guns. Such examinations will result in 

an assessment of the variability in such comparisons. If the variability is high in cartridge cases 

from the same firearm, then it will be difficult to differentiate that firearm from other firearms. 

 

The second problem of variability is described in the following data. This problem may be 

explained by way of an example.34  Imagine a set of cartridge cases which will discharged by the 

same firearm.  Many factors may influence the quality of the breach face and firing pin 

impressions.  As a result this set of cartridge cases may be considered to be representative of the 

cartridge cases fired by this particular firearm. Assume now, that this firearm was used as a 

                                                 
32 In this context, the evidence is the act and outcome of the comparison rather than the physical evidence itself 
(i.e. the known and questioned cartridge cases). 
33 The firearms examiner most likely fired the known cartridge cases themselves. 
34 All others factors being equal. 
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weapon during a crime. During the crime a single shot was fired and a cartridge case was left at 

the crime scene. After some investigation a suspect is developed and a firearm is seized. The 

firearms examiner receives both the suspect firearm and the questioned cartridge case. The 

firearms examiner now fires say three test fires (known cartridge cases). The questioned 

cartridge case can be considered to be a single sampling from the distribution of all cartridge 

cases fired by the firearm. The known cartridge cases are also a sampling of the full distribution. 

If the knowns represent the ñaverageò cartridge case and the questioned cartridge case comes 

from one of the tails of the distribution, then it is possible that a firearms examiner may not be 

able to affect an identification because of the nature of the questioned sample (a false negative 

result). It is critical, therefore, that the firearms examiner has a good understanding of the 

variability of cartridge cases fired by a particular firearm.  This will also allow the examiner to 

determine a suitable sample size for the test fires since firearms examiners do not have control 

over questioned cartridge cases but they do have control over the generation of known cartridge 

cases.  This situation is further supported by the results of the analysis of the NIST standard 

cartridge case (see page 70).  The NIST standard cartridge cases are specifically produced to 

eliminate as much variability as possible.  Figure 79 illustrates that the separation of the matches 

from the non-matches is easily achieved when no variability is present in the structure of the 

cartridge case. This is certainly not the case in successive shots fired by the same firearm.  

 

Comparison and identification is thus ultimately dependent upon the intra-variability and inter-

variability of cartridge cases from various firearms.  Two new35 .45 ACP caliber pistols (Glock 

21 Gen4 and Taurus 24/7 G2) were used to fire 50 cartridges of the same brand (Federal 

American Eagle).These two pistols were chosen to represent their class types.   Each cartridge 

was marked with a permanent marker to identify it as the nth shot fired through the firearm.  This 

seemingly simple inter-cartridge compassion becomes quite complex.  Figure 5, Figure 6, Figure 

7, and Figure 8 illustrate the breech face and firing pin scores comparison of 50 successive shots 

of shotn+1 versus shotn. 

 

 
Figure 5: Successive breech face scores of 50 cartridge cases fired in a Glock 21 (.45 ACP) 

 

                                                 
35 In this study a new firearm is that which has been purchased as new from a dealer (it may have been fired as 
part of the production process). 
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Figure 6: Successive firing pin scores of 50 cartridge cases fired in a Glock 21 (.45 ACP) 

 

In Figure 5, Figure 6, Figure 7, and Figure 8 the breech face and firing pin scores were obtained 

from the IBIS system starting with shot2 versus shot1, then shot3 versus shot2, etc.  A rolling 

average of five scores was used to evaluate the trend of changes in score.  The confidence 

intervals were determined using a 95% confidence level and a t-distribution with four degrees of 

freedom.  It appears as if there is no change in the scores even though there is a large variation in 

the confidence intervals between shots. 

 

 
Figure 7: Successive breech face scores of 50 cartridge cases fired in a Taurus 24/7 G2 (.45 ACP) 

 

 
Figure 8: Successive firing pin scores of 50 cartridge cases fired in a Taurus 24/7 G2 (.45 ACP) 



Page 26 

 

When multiple shots from the same firearms are entered in the IBIS system, one would expect 

that the cartridges previously entered from the same firearm would feature high in the generated 

candidate list.  Thus with each additional entry, p, then p-1 candidates would be expected in the 

candidate list for the particular firearm. 

 

 
Figure 9: Variation of breech face scores by separation for the 50 Glock 21 Gen 4 cartridge cases 

 

 
Figure 10: Variation of firing pin scores by separation for the 50 Glock 21 Gen 4 cartridge cases 

 

In Figure 9 and Figure 10, the abscissa indicates the separation of a comparison (shot number 

difference).  This can be illustrated as follows:  Shot 22 and shot21, and shot44 and shot43 are 

separated by one shot.  Shot33 and shot25, and shot48 and shot40 are separated by eight shots.  At 

each separation all of those scores are indicated.  Ideally36 at a separation of one, one would 

expect 49 values, at separation two, one would expect 48 values, and so on.  The dotted lines 

represent the 95% confidence interval for each separation accounting for sample size.  No 

intervals are plotted for the last few since, for example, for a separation of 49 there can only be 

one instance (shot50 versus shot1).  Evaluating these results for the Glock .45 ACP caliber pistol 

would seem to suggest that there is no change between the various separations although the 

distributions within each separation are relatively large. 

                                                 
36 All comparisons were returned in the IBIS candidate list. 
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Figure 11: Variation of breech face scores by separation for the 50 Taurus 24/7 G2 cartridge cases 

 

 
Figure 12: Variation of firing pin scores by separation for the 50 Taurus 24/7 G2 cartridge cases 

 

Figure 11 and Figure 12 provide the shot separation plots for the .45 ACP Taurus 24/7 G2 pistol 

which was used in this test.  The performance of the Breech face scores is similar to that of the 

Glock, but the Firing In scores are more spread out and at a lower mean score that the Glock 

pistol. 

 

Figure 13 provides a plot for the product of the breech face and firing pin scores for the Taurus 

24/7 G2 in .45 ACP (it is assumed that the scores of the breech face and the firing pin are 

independent and that these scores can be combined in a multiplicative fashion).  
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Figure 13: Variation of the product of breech face and firing pin scores by separation for the 50 Taurus 24/7 G2 cartridge cases 

 

 

 
Figure 14: Plot of firing pin scores by firing pin rank and Match status 

In Figure 14, the match and non-match firing pin scores are plotted against the firing pin rank for 

all firearms and ammunition types.  As would be expected, there is a general decrease in score 

with an increase in rank.  At high rank (low numerical values), the match scores have a higher 

minimum than the non-matching scores.  The match scores have a higher density at higher ranks.  

The reverse is true for the non-match scores. 
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Figure 15: Firing pin versus breech face scores, by match.  The best known non-match lines (Largest non-match) is indicated 

All of the data from these comparisons were included in Figure 15.  The non-match scores are in 

red and the match scores are in blue.  The dotted line indicates the highest non-match score 

(BKNM) of the product of the breech face score and the firing pin score.  There are two data 

points at (27,233) which indicate very high scores for non-matching firing pin scores.  In general 

the firing pin non-match scores seem high, indicating lower discrimination. 

 

 

Figure 16: Probability density of breech face scores by ammunition. 

In Figure 16, the breech face scores were used to compute the probability densities for the 

cartridge cases fired through a HiPoint C9 pistol.  The solid curve is an estimate of a probability 
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density function (pdf) for the non-match breech face scores.  The short dashed line is an estimate 

of the pdf for breech face match scores between the input ammunition type (Federal American 

Eagle) matching against other ammunition types (other than Federal American Eagle).  The long 

dashed line is an estimate of the pdf for breech face match scores of Federal American Eagle 

ammunition against Federal American Eagle ammunition.  The separation between the two 

match pdfs is clear. 

 

 
Figure 17: Example of a Receiver Operating Characteristic (ROC) curve 

 

Figure 17 gives a ROC curve for all of the 9mm data (all firearms and all ammunition) based 

upon breech face scores.  This ROC curve has an area under the curve (AUC) of 0.665.  This 

implies a classification method of low to medium discriminating power.  The ROC curve for the 

firing pin scores has an AUC of 0.786, whilst the AUC for the product of the breech face score 

and firing pin score is 0.810. 

Conclusion 

Comparison of successively fired cartridge cases suggests, from IBIS data, that the variability 

between shot separations is minimal. This is probably driven by the fact that the variability 

within shot separations is relatively large. 

Sample size 
Firearm examiners will usually test-fire a suspect firearm two to five times using ammunition 

similar to that found at the crime scene.  The actual number fired is determined by laboratory 

policy and the experience of the firearms examiner.  The examiner will then select a cartridge 

case from the set which is deemed to be representative of the suspect firearm. This cartridge case 
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is then used as the known in the comparison process performed on a comparison microscope.  

Cartridge cases are generally entered into the IBIS system given two scenarios: 

¶ after a comparison is made, and the suspect cartridge case is deemed not to have been 

fired by the suspect firearm, or 

¶ after a single or group of cartridge cases is examined, the firearms examiner may select 

one or more cartridge cases for submission to IBIS. 

In this project a sample of 100 cartridge cases, in most cases, were used to evaluate the 

variability of same gun (Hd) and different gun (Hp) scores.  In order to make use of a sample of 

cartridge cases from a firearm to develop a same gun distribution, the sample distribution must 

be representative of the actual distribution of same gun scores. 

 

Since the 9mm pistol dataset has a large number of scores, it was decided to sample distributions 

of the breech face and firing pin scores and to compare such sample distributions with the actual 

distribution for a particular model.  The actual and sample distributions were compared and the 

variability between the two was computed using the sum of the squares.  Various sample sizes 

were used to assess the effect of the sample size in approximating the actual distribution. 

 

The Taurus 24/7 G2 9mm pistol was used for this test.  This data set contains 951,464 records. 

This data set contains the IBIS scores for five pistols (X45398, X45399, X45401, X45405, and 

X55720). 

 
Figure 18: Sample size determination (X45399): 50 runs 
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Figure 19: Sample size determination (X45399): 500 runs 

 

Figure 20 indicates 100 simulations of the density distributions of the same gun and different gun 

for pistol X45399.  Figure 21 indicates the actual distributions.  Figure 18 and Figure 19 

demonstrate the differences between the simulated and actual distributions as a function of the 

sample size.  Figure 20 furthermore illustrates the distributions for a sample size of 10.  It must 

be noted that 10 cartridge cases will result in 45 pairwise comparisons, and thus 45 breech face 

scores, to define the same gun distribution.   

 
Figure 20: Simulation of distributions for BF Score (X45399) 
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Figure 21: Actual Probability Density Function (PDF)  and histogram of BF for X45399 

Conclusion 

In order to perform comparisons, a firearms examiner needs to produce a certain number of test 

fires for purposes of comparison against an unknown cartridge case (the actual number of test 

fires is guided through unit policies).  This research examined the question of how many 

cartridge cases would be representative of the firearm given the observed variability in the IBIS 

scores.  A simulation study was performed to compare the score distributions of a randomly 

selected sample set (i.e. a set of ñtest firesò against the distribution of a large sample or 

ñestimated populationò (generally 100 cartridge cases) of a firearm.  These two distributions 

were compared and their similarity was measured.  The larger set of ñtest fires,ò the closer the 

distribution of scores to that of the ñpopulationò distribution.  These data suggested that a 

smallest sample size of test fires could be determined that would be representative of the firearm.  

This topic area should be researched further. 

Performance of 9mm firearms 
Approximately 100 cartridge cases fired by the 9mm firearms (35 pistols, 2 carbines, and 1 

revolver) were submitted to IBIS and the resulting breech face and firing pin scores were 

analyzed using R37 and RStudio38.  The data were divided by model of firearm and a receiver 

operating characteristic (ROC) curve was computed.  The area under the ROC curve was also 

                                                 
37 R Core Team (2013). R: A language and environment for statistical computing.  R  Foundation for Statistical 
Computing, Vienna, Austria. ISBN 3-900051-07-0, URL http://www.R-project.org/. 
38 RStudio Team (2015).  RStudio: Integrated Development for R. RStudio, Inc., Boston, MA URL 
http://www.rstudio.com/. 
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computed.  All ROC calculations were performed using the ROCR package in R39.  For each 

model the ROC curves and the error rate curves are given in Figure 22 through Figure 40. 

 

Table 2 provides all of the areas under the curve (AUC) for the receiver operating characteristic 

(ROC) curve.  These data are for the breech face scores (BF), the firing pin scores (FP), and for 

their product (FP*BF).  The cells highlighted in green indicate which of the measures provides 

the most discrimination for a particular firearm.  An AUC of .500 indicates that the method of 

classification is equal to a coin toss.  A method with an AUC of 1 indicates a method that has 

perfect classification performance.  The error rate curve illustrates how the particular cutoff (on 

the x-axis), in this case (BF score, FP score, and their product) affects the false positive rate (fpr) 

and the false negative rate (fnr).  The point at which they cross is known as the equal error rate 

(EER).  Forensic scientists would like to have a low fpr and thus would generally work to the 

right of this position with some tradeoff for the fnr. 

                                                 
39 {ƛƴƎ ¢Σ {ŀƴŘŜǊ hΣ .ŜŜǊŜƴǿƛƴƪŜƭ b ŀƴŘ [ŜƴƎŀǳŜǊ ¢ όнллрύΦ άwh/wΥ ǾƛǎǳŀƭƛȊƛƴƎ ŎƭŀǎǎƛŦƛŜǊ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴ wέ.  
Bioinformatics, 21(20), pp. 7881.  http://rocr.bioinf.mpi-sb.mpg.de. 
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Table 2: Area under the ROC curve for all 9mm firearms40 

Make Model 
Number of 

Firearms 
Type AUC_BF AUC_FP AUC_FPxBF 

Arcus D98 1 Pistol 0.718 0.717 0.786 

Glock 19 Gen 4 1 Pistol 0.853 0.654 0.825 

HiPoint 995 TS 1 Carbine 0.976 0.879 0.973 

HiPoint C9 4 Pistol 0.681 0.819 0.780 

Keltec P11 1 Pistol 0.860 0.943 0.974 

Keltec PF9 5 Pistol 0.757 0.822 0.857 

Keltec Sub2000 1 Carbine 0.621 0.977 0.899 

Ruger LC9 3 Pistol 0.737 0.811 0.835 

Ruger P95 1 Pistol 0.789 0.833 0.874 

Ruger SR9 1 Pistol 0.995 1.000 1.000 

SCCY CPX II 5 Pistol 0.546 0.602 0.574 

SigSauer P250 1 Pistol 0.998 0.995 0.999 

SigSauer SP2022 1 Pistol 0.984 0.802 0.964 

Smith & 

Wesson 
SD9VE 1 Pistol 0.850 0.837 0.883 

Springfield XD9 4 Pistol 0.656 0.770 0.768 

Taurus 905 1 Revolver 0.843 0.891 0.924 

Taurus 24/7 G2 5 Pistol 0.882 0.740 0.879 

Taurus Millennium Pro 111 1 Pistol 0.996 0.993 0.999 

       
All All 38 

 
0.741 0.756 0.799 

 

From Table 2 it can be seen that IBIS scores for the SCCY CPX II pistols performed very badly 

as a classifier for the same gun/different gun scenario.  The best performers were for the Ruger 

SR9, SigSauer P250, and the Taurus Millennium Pro 111.  Of the 18 models represented in 

Table 2, four had breech face score as the best performer, four with the firing pin score, and 10 

with the product of both.  This is illustrative that in many cases both scores should be considered.  

This is not easily achieved with the current configuration of the IBIS.  Overall, the product of the 

scores is the best performer in classification. 

                                                 
40 Best performing classifiers colored greem. 
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Figure 22: ROC and error rate curves for all 9 mm firearms 

 

   

   
Figure 23: ROC and error rate curves for all Glock 19 Gen 4 (9 mm) firearms 














































































































































































































































































































































































































































